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Abstract

The motivation behind the application of indirect questioning designs such as
randomized response (RR) techniques is the privacy protection aspect.
Asking sensitive questions indirectly and not in the common direct mode has
a positive effect on the answering behaviour of the respondents.

Considering this aspect for RR design, on the one hand, the decision, which
of the possible RR variants shall be used for a certain variable, has to take
into account the type of sensitivity of the variable. On the other hand, a
performance comparison between different RR designs only makes sense
when it is done under the same level of privacy protection offered by them.
In the paper, this aspect of indirect questioning designs is presented
exemplarily for certain RR techniques, stressing the relationship between
privacy protection and sampling error. Furthermore, other aspects of these
techniques such as the randomization device and the practical realization of
the strategy in various stages have also to be considered when talking about
the privacy protection as perceived by the respondents.

Keywords: sensitivity of variables, data confidentiality, sampling theory,
survey methodology.

1. Introduction

When questions on sensitive subjects, such as alcoholism, doping, illegal employment, tax
evasion, harassment at work, domestic violence, and so forth, are asked in statistical surveys
by the direct questioning method, the rates of nonresponse and untruthful answering will
increase above the usual levels (cf. here and in the following: Quatember 2015a, ch. 6). Let U
be a universe of N population units and s be a probability sample of U with sample number n
and design weights dy, defined as usual as the reciprocal of the first-order sample inclusion
probabilities (k = 1,2...,N). When nonresponse and untruthful answers occur, the well-known

Horvitz-Thompson estimator tyr for a total t of a study variable y, for instance, is affected by a
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decomposition of the sample set s consisting of all sampling units into three non-overlapping
sub-sets: one (s,) consisting of all truthfully answering sampling units, another one (s,)
consisting of the untruthfully answering elements, and a third one (sy) of the missing sampling

units:
tHT:stk'ykzzsldk"yk+zsudk'yk+Zsmdk'yk (1)
(the sum > s the abbreviated notation for 3 ). Hence, such respondent’s behaviour may

cause serious problems in the estimation process because the estimators of population
parameters based only on a survey’s available cases in s; and s, might strongly be biased. It is
therefore essential to not ignore nonresponse or untruthful answering. Indirect questioning
(1Q) designs such as to the randomized response (RR) techniques applied at the survey’s
design stage aim to address this question in particular for sensitive variables. A common
characteristic of these alternative questioning strategies is that, instead of directly asking the
sensitive question, the variable actually asked for is randomly selected according to reasonably
determined “design probabilities” applying a respective randomization device such as
throwing a dice. The idea behind this approach can be described within the field of missing
data: All true variable values yy are set to missing followed by an imputation of values y' (V k
€ S). This shall reduce the individual’s fear of disclosure and thus ensure respondents’
cooperation, while the knowledge of the design probabilities still enables to calculate the
estimator of interest.

The pioneering work in this field was presented by Warner (1965) for the estimation of the
relative size of a certain subgroup of the population: Each respondent has to answer randomly
either with probability p; the question “Are you a member of the subgroup A of the population
U (A < U)?”, or with the remaining probability p, = 1 — p; the alternative question “Are you a
member of the complementary subgroup A (A® — U, A n A® = @&)?” (0 < py < 1). Since then,
various RR methods have been developed, for instance, to increase the efficiency of strategies
to estimate proportions, or to apply the idea to categorical and quantitative variables.
Chaudhuri (2011), Chaudhuri and Christofides (2013), and Chaudhuri et al (2016) are recent

books on the various aspects of these procedures. The practical use as well as their positive
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effect on the response and the truthful answering rate is well documented (see, for instance,
the meta-analysis in Lensvelt-Mulders et al, 2005). Warner (1971) was also the first to note

that the RR strategies can also be used as methods for statistical disclosure control.

2. A Generalized RR Technique

Quatember (2009, 2014, 2015a) standardized different families of RR strategies for binary,
categorical, and quantitative variables, respectively, and generalized the respective theory to
general without replacement-probability sampling with arbitrary sample inclusion probabilities
for the population units. This is important to overcome the limitation of the theory to simple
random sampling with replacement because in these fields, in which sensitive questions are
asked, sampling schemes with differing sample inclusion probabilities are often used.

The idea behind the Horvitz-Thompson based estimator tyr (1) for atotal t of a variable y is
the model for the derivation of the theoretical properties of such a questioning design.
Following this approach (cf., for instance, Quatember, 2015a, Sect. 3.3), “imputations™ y,' of
the true yi-values can be calculated. For y,' with E(y,) = yi and assuming cooperation, the

estimator
ter = > Ay Y, (2)
is unbiased for the parameter t.
For example, such a standardization of RR questioning designs for the estimation of
proportions can be formulated in the following way: Let A be of size N and let variable yy =

I{k €A} indicate, if a survey unit k is a member of A or not. The parameter of interest be

oo Zude Mo 3)

the relative size of group A in the population. For the given estimation problem, the RR

questioning design has to include the direct question on the sensitive subject of interest: “Do
you belong to group A?” The second question of the RR design suggested by Warner (1965)
was: “Do you belong to the complementary group A“?” A third possible question used in RR
designs is the question on membership of a group B < U of known size 7z (cf. Horvitz et al.,

1967). The Ng members of B are characterized by the possession of a completely innocuous
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attribute (for instance, this attribute could be ‘having birthday in the first nine months of a
year’) not related to the membership of A. As further possible alternatives to the direct
question, the instructions just to say “yes”, or “no”, respectively can be part of the prcedure
(cf. Fidler and Kleinknecht, 1977).

The first question is assigned a “design probability”” of p1 of being chosen, the second has one
of pz, the third has a probability of ps. The instructions just to say “yes” or “no” are given

probabilities of ps and ps (p1> 0, 0<pi<1fori=23,45and ¥ 51 p, =1 ). This is clearly not

an invitation to use all five questions/instructions in the same questioning design. Rather, the
objective is to provide a unified theoretical framework that can be applied with all possible
combinations of these questions. Various already existing RR procedures such as Warner’s
technique described above (0 < pi<1 fori=1, 2, and p1+ p2= 1) are included in this
“standardized” design (cf. Quatember, 2009, 2012). One can choose these probabilities
according to own preferences.

Let the answer z of a sample unit k in the RR questioning design be

(1, if sampleunitk answers"yes"
zZ =
‘ | 0, otherwise.

The term

v == (4)

With u=p,+ p,-z, + p, and v = p, - p, yields E(y«) = yx.
As usual, for this linear estimator, to be able to calculate approximate confidence intervals and
conduct statistical hypothesis tests, the estimation of its design-based variance is based on an

exact expression v (7 ,) of its theoretical variance and the estimation of this variance by an

unbiased design-based estimator v (#,) (cf. Quatember, 2012, p.478). In this case, v (#,) is
given by

Ve T At et ey LR

N v v
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Therein, Ay denotes the covariance of the sample inclusion indicators). According to Eq. (5),

the expression

c - 12-zu{u(lzu)+l_2u_v'yk)dk (6)

N v \

can be considered as the costs C to be paid for the higher privacy protection in terms of

accuracy.

3. Objectively calculated Privacy Protection vs. Accuracy

To summarize Sect. 1, the aim of an RR questioning design is the protection of the privacy of
respondents in such a way that they are willing to respond truthfully even on questions of a
rather sensitive matter. Therefore, a measure of privacy protection shall be considered to
describe the dependence of the efficiency of the estimation process on the level of privacy
protection. For the family of RR techniques described in Sect. 2 in some detail, such a privacy

protection measure with respect to a “yes”-answer (zx = 1) may be given by

min[P(z, =1k e A),P(z, =1k e A®)]

PP, =

(7)

max[P(z, = 1| e A),P(z, :1‘k e A%)]
(cf. Quatember 2015b, p.445). For the conditional probabilities in Eq. (7),
P(z, =1k e A)=p,+ p, -y + P, =u+V
and
P(z, :1‘ke AS)=p,+ p, 7w, +p,=U
applies, respectively, with the notations u and v presented above. Therefore, PP; can be

expressed by

PP, = iy (8)

u+yv

Regarding a “no”-answer (zx = 0), the measure yields

min[P(z, = 0fk e A),P(z, :O‘ke AT 1-u_v
PP, = _

9)

max[P(z, =0k e A),P(z, =0lk e A°)]  1-u

because of
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P(Zk:O|k€A): p,+ p, Q-7 )+ p,=1-u-v
and

P(z, =0

ke A®)=p,+p, (-7 )+ p,=1-u.

The ratios PP; and PPy of two conditional probabilities equal zero when the privacy of the
respondents is not protected at all by the questioning design. This applies only in the case of
the direct questioning model as one more special case of this RR strategy with p; = 1. A
respondent’s privacy protection measures PP; and PPy reach the maximum values of one,
when privacy is totally protected, meaning that answer zy bares no information on the true
value yi of the unit. In this case, privacy is completely protected at the cost of a maximum loss
of information. For a detailed discussion of optimum design parameter values for different
cases of sensitive variables in the RR model for the estimation of za, see Quatember, 2009, pp.
147ff.

After straightforward calculations, with the measures (89) and (9), the term C in (6) can be
expressed as a function f of these measures by

1 1

2

C = f(PP,PP,)=—- :
N’ (L-PP)(-PP,)

[PPO-ZUdk-yk+PPl-ZUdk-(l— yk)] (10)

Eqg. (10) shows that under the assumption of full cooperation for a given probability sampling
scheme and given yi-values in U, the efficiency of an RR strategy depends solely on the

privacy protection offered by the questioning design.

4. Subjectively perceived privacy protection

Quatember (2012) proved that in contrast to what was claimed in some publications in the past
multistage RR questioning designs theoretically cannot perform better than their one-stage
basic versions, when the respondents’ objective privacy protection measured by (8) and (9) is
also taken into consideration. Clearly, a respondent’s subjective perception of privacy
protection might be higher for more complicated two- or more stage designs.

Fidler and Kleinknecht (1977) showed in their study for variables of very different levels of
sensitivity, that their choice of the design parameters for this RR strategy yielded nearly full

and truthful response for each variable including sexual behaviour (ibd., page 1048). Inserting

6
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these values in (9) and (9) results in privacy protection values of 3/13. This finding
corresponds in the main with results that can be derived from the experiment by Soeken and
Macready (1982) and with recommendations given by Greenberg et al. (1969). Therefore,
choosing PP; and PPy close to a value of 0.25 should be a good choice for most variables to
avoid refusals and untruthful answering of respondents in a survey with randomized
responses.

Another feature of the RR questioning technique affecting the perceived privacy protection in
practice is the choice of the randomization device. Such a questioning design can be
implemented, for example, in the following manner: The respondent may be asked, for
instance, to think of a person whose date of birth he or she knows but without delivering this
information to the interviewer. Then, if, as an example, the RR technique with p;, ps > 0 and
p1 + ps =1 is applied, if the date of birth is within a certain interval, such as from January to
September, the respondent shall answer truthfully on the sensitive question. However, if the
date is, say, from October to December, the respondent shall simply answer “yes.” The
disjoint date groups have to cover all possible dates of birth from January to December. The
chosen allocation of these dates to groups determines the design probabilities.

A mathematically more sophisticated randomizing device with no uniform distribution that
requires no instrument such as a dice was suggested by Diekmann (2012) and makes use of the
Newcomb-Benford distribution (cf. Newcomb, 1881). For this purpose, the respondent may
be asked to think of a person of whom he or she recalls the house number. Then, if the first
digit of the house number is within a certain interval as from 1 to 6, the respondent shall
answer truthfully on the interesting question from above. But, if it is not, the respondent shall
answer “yes.” The probability of the first digit follows the Newcomb-Benford distribution.
Therefore, the probability of being asked the direct question is 0.845 (cf. ibid., p. 40). The
probability of the rest is 0.155. If other probabilities are needed for the respective questioning
design, the grouping of the first digits should be done in another way, or the first two digits
can be used to produce more possible groups. Diekmann (2012) emphasizes that for this
random device there is a discrepancy between the design probabilities as perceived by the

respondents and the correct probabilities. For instance, the probability of picking a house
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number with first digit from 1 to 6 is believed to be around 2/3 and not 0.845. This “illusion”
(ibid., p. 330) has a positive effect on the perceived privacy protection with regard to the
questioning design (for a discussion on the different aspects of theoretical and perceived
privacy protection, see Chaudhuri and Christofides, 2013, Chap. 7).

5. Final remarks

If the direct questioning on the sensitive variable leads to non-ignorable nonresponse

and untruthful answers, as expected very often in statistical surveys, a considerably biased
estimator is the consequence. For such cases, the higher complexity of the RR questioning
design will surely pay off under the assumption of cooperation. The accuracy of the estimators
increases although their variances exceed the (but then only) theoretical variances of the direct
questioning. It is evident that the performance of an RR strategy is a function of the level of
privacy it offers to the respondents. The next investigations on the privacy protection
dependency of RR estimators will consider also the practically relevant case of mixing true

and randomized responses (Quatember, 2016).
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